This document is made available in accordance with publisher policies. Please cite only the published version using the reference above. Full terms of use are available: http://www.bristol.ac.uk/pure/about/ebr-terms Abstract: A smart city is an urban development vision to integrate multiple information and communication technology 10 (ICT), "Big Data" and Internet of Things (IoT) solutions in a secure fashion to manage a city's assets for sustainability, 11 resilience and liveability. Meanwhile, water quality monitoring has been evolving to the latest wireless sensor network 12 (WSN) based solutions in recent decades. This paper presents a multi-parameter water quality monitoring system of Bristol 13
Introduction 21
Water covers 71% of the Earth's surface. It is one of the vital resources for all known forms of life on the Earth to survive. 22 However, only 2.5% of this water is freshwater, and even less than 0.3% of all freshwater is in rivers, lakes, and the 23 atmosphere. Water system is an essential component in a smart city for its sustainability and resilience. As we are entering 24 a data-rich era, the amount of data being collected by human beings is accelerating with the popularity of Internet. In terms 25 of data related to water, many data sources (smart meters, smart sensors and smart services, remote sensing, earth 26 protocol stack developed by Coronis Systems for control and monitoring applications in several environments, including 23 home and building automation. It extends the industry standard Bluetooth protocol to provide secure and reliable wireless 24 connections with long range and low power consumption [25] . People are usually more familiar with the IP-based protocols 25 such as Bluetooth, Wi-Fi, since they are widely used in smart phones and laptops nowadays. Wi-Fi features high bandwidth, 26 which can reach up to 7 Gbps based on the latest IEEE 802.11ac standard with medium range, around 30m to 100m, but 27 also comes with high power inefficacy [26] . 6LowPAN (IPv6 Low-power wireless Personal Area Network) is an important 1 IP-based solution as it uses IPV6 to extend the IP addresses to approximately 5 x 10 28 addresses to provide enough addresses 2 for every connected object based on the commonly used IPV4. The standard has the freedom of frequency band and physical 3 layer and can also be used across multiple communications platforms, including Ethernet, Wi-Fi, 802.15.4 and sub-1GHz 4 ISM [27] . The latest and the protocols which are gaining more and more momentum are LoRaWAN and NB-IoT. 5
LoRaWAN is a Low Power Wide Area Network (LPWAN) that defines the communication protocol and system architecture 6 for a Low Power Wide Area Network (LPWAN) based on the physical layer of LoRa patented by Semtech. LoRaWAN 7 features a combination of long range, low power consumption and secure data transmission. The range of LoRa can reach 8 up to 15 km in rural area and the data rates range from 0.3 Kbps to 50 Kbps [28, 29] . NarrowBand IoT (NB-IoT) is a Low 9
Power Wide Area Network (LPWAN) radio technology standard developed by the 3rd Generation Partnership Project 10 (3GPP) to enable future IoT devices to use cellular telecommunications bands. NB-IoT features wide coverage, extreme 11 low power consumption (10-year battery life) and massive connections. The current cellular network is not the best solution 12
for IoT for the cost of the devices, short battery life and unsuitable for occasional small data transmission. NB-IoT was 13 designed and frozen at Release 13 to overcome these issues of current cellular network [30, 31] . As new protocols are still 14 being developed for future IoT applications, this paper cannot cover all the relevant technologies, but only a summary of 15 some popular ones in Table 1 . However, giving such many options for connectivity, it might be difficult to decide the 16 suitable solution to use for a desired scenario. In Bristol, the Bristol Is Open platform provides common network 17 connectivity such as RFID, Wi-Fi and mobile network for researchers to conduct experiments in the Bristol city centre in a 18 plug & play manner. 19 In the past few decades, water quality monitoring systems have evolved from the manual lab-based monitoring approach to 2 the manual in-situ monitoring approach, and finally to the modern WSN-based solutions [32] . The operational water quality 3 monitoring has been followed a simple work flow for many years that water samples are manually collected and transported 4 to a laboratory for analysis to detect chemicals and microbial contaminants [33] . The manual lab-based monitoring approach 5 could provide sufficient water quality parameters and has been used for many years, but its limitations cannot be ignored 6
[32]. First, the specialised apparatus and trained personnel are necessary to assess the quality of the water samples. Second, 7 it is time consuming for humans to collect the water sample from the site, to transport the water sample to the laboratory 8 and analyse the water sample in the laboratory, which makes it difficult to monitor water quality in real time by this approach. 9
Third, the cost of this approach is very high in terms time, effort, and resource investment in the design and implementation 10 of these systems as well as the cost of building the platforms (either fixed or movable) for data collection, the cost of the 11 lab-based sensor hardware, and the cost of the subsequent system maintenance. Fourth, the temporal sampling frequency of 12 this approach is usually low, not enough for extensive data analysis. Thus, it could result in high uncertainty when data 13 analysis was carried out with low frequency data [34] . Fifth, real-time water condition change cannot be detected as it is 14 time consuming to carry out the manual lab-based monitoring approach. 15
16
New in-situ sensors have been developed to measure water quality parameters in the field and in real time, known as the 17 manual in-situ monitoring approach, to overcome some limitations of the manual lab-based monitoring approach. In this 18 approach, users use the in-situ water quality sensors to measure water quality parameters on site and take the real time 19
reading from the hand hold device connected to the sensor. The continuous monitoring of water quality can be achieved by 20 leaving the sensor on site to collect and store the data inside the sensor unit, however, data cannot be automatically sent to 21 users for processing and visualisation. Wireless Sensor Network (WSN) has becoming a better solution for water quality 22 monitoring with the development of wireless communication technology for a few reasons. First, the in-situ sensor can be 23 fixed on the site to collect data continuously and consistently. Second, the water quality sampling frequency can be adjusted 24 to a desired rate without considering additional cost of money or time which is an important factor for manual monitoring 25 approach. Third, the water quality data can be processed and visualised to the end users in real time. Forth, remote control 26 and configuration of the sensor unit are possible [32] . Although, the WSN based solution is quite flexible in the system 27 architecture, it generally consists of five steps: data acquisition, data transmission, data processing, data storage and data 1 redistribution. Water quality parameters can be either collected through in-situ water quality sensor or seldom water samples 2 analysed at local laboratory, and then transmitted to a data centre for processing and storage. The data transmission system 3 of the remote water quality monitoring systems is commonly built on cellular network (GSM/GPRS) [35] [36] [37] [38] for IoT will substantially push the development of WSN-based water quality monitoring system to even higher levels. The 7 data centre can be either a local server cluster or make use of the computing cloud. Data redistribution is the procedure that 8 the data reaches the end users, e.g., email, text message, web-page, mobile app, etc. 9
10
Apart from these three generations of water quality monitoring approaches mentioned above, robotic devices based on the 11 combination of robotics and WSN technology have been developed and tested for water quality monitoring [43] such as 12
Autonomous Underwater Vehicles (AUVs) [44, 45] and Autonomous Surface Vehicles (ASVs) [46, 47] . Biomimetic robots 13 such as fish robots [48, 49] Table 2 . Site 1 is at the pontoons secured by the gate, north to the Pero's Bridge. Site 2 is located at the 6 pontoons to the east of Prince Street Bridge. Site 1 and Site 2 are secured by gates, only accessible for the ship owners 7 instead of public to ensure the security of the sensor. Site 3 is located on the pontoon only accessible by a boat, which on 8 the other hand, provides high security. The sites selected are close to the current operational water quality sampling locations 9 by the environment team in Bristol City Council, aiming to compare sensor readings with the data collected by them. 10 The multiparameter and video camera water quality monitoring system consists of data acquisition module, data 7 transmission module, power supply module, data storage module and data redistribution module shown in Figure 4 , which 8 covers the whole processes of WSN-based water quality monitoring system. The details of the modules are discussed in the 9 following subsections. The system utilised the products available from the vender, the Bristol Is Open network infrastructure 10 and open source software to achieve the fast and cost-effective system development and implementation. The power supply 11 module was built into an on-site system covered in a weather proof case shown in Figure 5 with the data acquisition module 12 connected to it via water proof connectors. The water proof case was locked by a pad lock for safety. An example of the 13 system deployed on site is given in Figure 6 . The lead acid battery in the water proof box weights over 10 kg, providing 14 sufficient stability to resist the wind load without extra fixtures. 15 The data acquisition unit has two components, an In-situ Aqua Troll 600 multi-parameter water quality sonde to measure 3 the water quality and a Hikvision IP Network Camera DS-2CD2042WD-I to capture the video image of the water surface 4 in 720p 6fps respectively. The multiparameter sonde has four sensor ports installed with a dissolved oxygen (DO) sensor, a 5 conductivity sensor, a turbidity sensor and a pH/oxidation reduction potential (ORP) sensor. An additional temperature 6 sensor is built-in within the sonde separated from the four sensors. The DO sensor measures DO concentration in mg/L, 7 saturation and oxygen partial pressure. The pH sensor measures pH in both pH value and mV and ORP in mV. The turbidity 8 sensor measures turbidity in NTU using optical nephelometers which takes the measurement of diffuse radiation. It also 9 converts Total Suspended Solids (TSS) from turbidity. The conductivity sensor measures actual conductivity of the water 10 and calculates specific conductivity with temperature. Salinity also is calculated from actual conductivity and 11 temperature [53] . Data was logged in the internal SD card every 15 min and transmitted to the data storage module through 12
Bristol Is Open network when requested. The water quality sonde was deployed near water surface, approximately 50 cm 13 deep. The video camera was mounted on a tripod to achieve stability. The video was encoded in H.264+ by the video camera 14 in a resolution of 1280*720 at 6 fps. The framerate was set to 6 fps, lower than normal video to save the volume of the video 15 file. Also, high framerate was unnecessary as the video image was supposed to be used to briefly identify the condition of 16 the water body. 17 
The data transmission unit utilised the BIO Wi-Fi network available around the Bristol floating harbour. However, the 6 wireless data transmission methods of common data loggers current available on the market are usually based on GSM 7 network or satellite network rather than Wi-Fi. One of the innovations of this system is that common on-site data logging 8 device and telemetry system was bypassed by the serial to Wi-Fi server (USR-WIFI232-630), so the virtual machine 9 provided by Bristol Is Open (BIO VM) can direct request and receive data from the water quality sonde through the wireless 10 network. The physical connection was set up between the sensor and the BIO VM by the serial-to-WIFI server which was 11 physically connected to the water quality sonde on site through RS485 and BIO network through Wi-Fi. The BIO VM can 12 communicate with the serial to WIFI server through TCP/IP within a software defined subnet work provided by Bristol Is 13
Open. The video camera is also connected to the serial to Wi-Fi server via RJ45. Table 3 . 5 In Mode A, the serial to WIFI server is set to the raw data mode to achieve transparent data transmission. The serial to Wi-8
Fi server was connected to the network with TCP/IP, so a virtual serial port was created on the BIO VM to communicate 9 with the sensor with Socat. Socat is a Linux command line based utility that establishes two bidirectional byte streams and 10 transfers data between them. It is used to create a data pipe between the virtual serial port and the serial to WIFI server on 11 TCP/IP. Thus, the water quality sonde was remotely connected to the BIO VM, appearing as a local serial device, achieved 12 by the transparent transmission by the serial to Wi-Fi server and virtual serial port created by Socat. In Mode B, the serial 13 to Wi-Fi server was set to Modbus RTU -Modbus TCP/IP conversion mode. The server converts the Modbus TCP package 14 transmitted through BIO Wi-Fi to Modbus RTU units to communicate with the water quality sonde, so the water quality 15 sonde can be treated as a TCP/IP device in BIO Wi-Fi network. This mode is simpler than the Mode A as it does not require 16 a virtual serial port to be setup on the BIO VM. There is no significant advantage or disadvantage between those two modes. 17
Mode B may be more useful today when everything is connected through TCP/IP. Both Mode A and Mode B were proved 18 and tested to be viable. Mode B was used in the monitoring system. The Modbus connection was implemented by 19
Libmodbus5, an open source C Modbus library providing multi-platform compatibility. 20
21
The IP Network Camera supports Real Time Streaming Protocol (RTSP) which is used to capture the video stream from 1 the camera. The Network Camera has its own unique IP in the BIO software defined subnetwork to make it accessible. 2 Owing to the high data rates provided by BIO Wi-Fi, the system can wirelessly transfer the video image to the server. 3 4
Data Storage Module 5
The data storage module utilised the cloud computing facilities provided by Bristol Is Open. There were two virtual machine 6 instances created within Bristol Is Open software defined subnetwork using OpenStack. The virtual machines run Linux 7 system and were accessible through SSH connection. One of the VMs was used to run VLC to stream video data from the 8 video camera and store the video data in one file for each hour. The other VM was used to retrieve the data from the water 9 quality sonde and to log the data in CSV file every 15 mins. A C program was developed to achieve the data request and 10 data logging. The C program also has a HTTP interface to stream the water quality data to the database running on the same 11
VM. The system used InfluxDB to store the time series data. InfluxDB is an open-source time series database developed by 12
InfluxData. It is written in Go and optimised for fast, high-availability storage and retrieval of time series data in fields such 13 as operations monitoring, application metrics, Internet of Things sensor data, and real-time analytics [57] . It is a database 14 designed for time-series data with tags to identify the location of the sensors. It is ideal for this type of WSN based real-15 time data streaming application. It allows for high throughput ingest, compression and real-time querying of that same data. 16 InfluxDB can handle millions of data points per second. Working with that much data over a long period of time can create 17 storage concerns. A natural solution is to down sample the data; keeping the high precision raw data for only a limited time, 18 and storing the lower precision, summarised data for much longer or forever. InfluxDB offers two features-Continuous 19 Queries (CQ) and Retention Policies (RP) that automate the process of down sampling data and expiring old data. 20
21
The water quality data from the multiparameter sonde has redundancy with three duplications, internally logged in the 22 sensor, stored in the CSV file in the virtual machine and streamed to InfluxDB. The multiparameter water quality sonde 23 was configured to record the data in the SD-card within the sensor to prevent data loss when the Wi-Fi network failed, or 24 the virtual machine failed in the worst scenario. The data in the SD-card can be pulled out wirelessly once the Wi-Fi network 25 recovers. The data was recorded in human-readable CSV file to prevent data loss due to the failure of the database. Thus, 26 the redundancy of the data logging could prevent possible data loss due to the failure of the network, failure of the virtual 1 machines and failure of the database. 2 3 The security of the data was achieved by both physical method and cybersecurity. The senor system deployed on site was 4 in secured place with no public access, e.g., locked by gates on the pontoon only accessible by the ship owners and Harbour 5
Master. The ship owners and Harbour Master were well informed of the water quality monitoring system and helped to 6 protect the system from unauthorised physical access. The Wi-Fi network was secured by WPA2 that only the system 7 administrators could access the network. Also, the sensor, camera and virtual machines running the data management system 8 were in a software defined subnetwork created for the water quality monitoring system only. The subnetwork was protected 9
by the firewall of BIO shared with the University of Bristol. One public IP has been assigned to one virtual machine running 10
Grafana for data visualisation with only HTTP port open to protect the system from network attack. 11 12
Data Redistribution Module 13
The data redistribution is the process to make the data collected from the water quality sonde available for external and plugins available in the official library [58] . In the water quality monitoring system, the data from multiparameter sonde 23 streamed in InfluxDB was visualised in the Grafana dashboards as shown in Figure 7 . The raw data was visualised together 24 with the moving average smoothed data to filter out the noise in the data. The time window of data shown in the dashboard 25 can also be adjusted by the user to see the entire time history or specific period of the sensor readings. The time elapsed 26 from the system to request data from the sensor to presenting the data in the dashboards was within 10 seconds, which could 1 be considered as real-time in this application scenario. As this paper mainly aims to present the remote real-time water quality monitoring system, only a few selections of findings 7 from the water quality data are presented here. As the water quality sonde was placed near the water surface, about 50cm 8 deep, the results reveal the features of the epilimnion or surface layer of the water body that water temperature is high and 9 sensitive to the solar radiation, DO concentration and pH are high. The high-frequency water quality data collected by the 10 project shows features of the water quality parameters that were missed by the weekly/monthly monitoring scheme by 11
Bristol City Council, such as large diurnal cycles in temperature and dissolved oxygen concentration as well as pH values 12 shown in Figure 9 , Figure 10 and Figure 11 . Figure 8 shows the water temperature data collected by Bristol City Council, 13 which can only illustrate the annual trend of water temperature change, high temperature in summer, low temperature in 14 winter. Although the traditional manual water quality monitoring scheme can provide reasonable seasonal water quality 15 variation since 1995, it lacks the sufficient detail about diurnal fluctuation of water quality [36] . Addition to this, when the 16 sample was taken in that day was not recorded, so it is merely possible to determine how the water quality sampled was 17 different from the daily mean value. For example, taking the fact into consideration that the water temperature is high in the 18 middle of day and low in the early morning, if the time of the sample was not recorded, it is difficult to determine the water 19 temperature measured is higher or lower than the daily mean. Thus, the uncertainty of the manual water quality monitoring 1 scheme is considerably high. Despite the uncertainty and low sampling frequency, the manual water quality monitoring 2 scheme provides a general trend of water quality change in a long term, while the modern in-site water quality sensor can 3 provide sufficient detail information on the actual fluctuation of the water quality. Considering the diurnal cycle of the water quality, the fundamental factor is supposed to be the solar radiation. Water is 6 heated by the solar radiation in the day time and cooled through radiation during the night. The diurnal cycle for dissolved 7 oxygen centration is supposed to be primarily due to the photosynthesis where Chlorophyll is abundant during the day time 8
and respiration of the aquatic life during the night time. The over-saturation of DO (Figure 10 ) is possibly due to the intensive 9 photosynthesis due to nutrient (nitrogen and phosphorus) enrichment, sunlight, and low-flow conditions [59] . The water in 10 the Bristol floating harbour is kept at constant level by the weir and lock at the downstream, which can be considered as 11 low-flow. The nutrient level is possible to be high as it is located at the centre of urban area. 12 13 However, the data quality of the raw sensor reading is not perfect even though calibration was carried out before the 14 deployment. The sensor could malfunction resulting in anomalous readings in very rare cases, such as sudden drops of pH 15 on 26 April and 5 May shown in Figure 11 . The anomalous sensor reading was flagged as anomalous value and replaced 16 by the linear interpolation of the neighbour values. The turbidity reading is highly suspicious as it rose up and dropped down 17 sharply on 11 May and 12 May as indicated in Figure 12 . One possible explanation for the suspicious turbidity reading is 18 that aeration caused by the ship wave result in bubbles trapped against the turbidity lenses, thereby resulted in doubtful 19 turbidity readings. Furthermore, bio-fouling is an unavoidable issue for water quality monitoring for long-term deployment. 1
The drift of the turbidity reading from 11 th to 19 th May in Figure 12 may result from bio-fouling. It may cause notable drift 2 in the sensor readings except the water temperature as the thermistor is merely affected by the bio-fouling. 3
4
The results from the video camera was supposed explore the feasibility to identify the visual condition of the water, but the 5 reflection of the sky and cloud contributed to the video image significantly. It is rather hard to identify the colour of the 6 water itself due to the impact of the ambient lighting. The video image could be used to identify the garbage floating on the 7 water surface as shown in Figure 13 . However, the reflection from the sunshine (Figure 14) and the reflection from the sky 8 ( Figure 15 ) dominated the video image, thus, it was difficult to identify the colour of the water itself in a constant condition 9 to explore the correlation between the water colour and the water quality. However, the video image can show the condition 10 of the sky and weather which do impact the water quality. So, there might be another possibility in correlating the video 11 data with the water quality. Another thought was that the video image could be useful to identify the algae bloom. However, 12 the event of algae bloom was not observed during the experimental period to test the methodology. 13 Although the data quality may need further polishing, the presented water quality monitoring system features wireless data 5 transmission, high-frequency and real-time data visualisation. It demonstrated how environment monitoring can be achieved 6 in smart city era. The system can be used to identify and analyse potential pollution source in urban river system once the 7 sensor network is deployed and operating. With the quiet revolution in data analytics and sensing, data transmission, 8 computing power and data management, the abundance of water related data can lead us to the data-driven urban water 9 management which allow us to develop and apply novel data-based methods to optimise the efficiency of the urban water 10 management system [60]. The WSN-based water quality monitoring system is highly valuable for real-time operation of 11 urban water systems. For example, it has been demonstrated that integrated real-time control (RTC) of urban wastewater 12 systems could improve the performance of wastewater treatment plants while saving operational costs and improving river 13 water quality. This could be achieved by optimally balancing the time-based flexible operation of wastewater systems and 14 the dynamic self-purification capacity of the environment through RTC strategies [61] . The water quality monitoring system 15 is applicable for river water in urban environment, wastewater effluent, water treatment plant, etc., to provide real-time 16 operational water quality data for the urban wastewater RTC system. The water quality monitoring system effectively acts 17 as the data source for water quality and can trigger the movement of wastewater treatment plant strategy from the current 1 end-of-pipe permitting to operation-based permitting [62] . Eventually, the water system management can become smart and 2 data-driven for improved efficiency based on the boom of available data. In this paper, a remote real-time high-frequency water quality monitoring system based on the WSN solution is presented. 6
The system consists of data acquisition module, data transmission module, power supply module, data storage module and 7 data redistribution module which covers the whole processes of WSN-based water quality monitoring system. The system 8 utilises Bristol Is Open programmable city infrastructure. The Wi-Fi network for the WSN solution is commonly available 9 in smart cities nowadays, so the experience in this system is useful for environment monitoring in smart cities around the 10 world. The water quality sonde is connected to a TCP/IP subnetwork using serial to Wi-Fi server solution. The software 11 defined network (SDN), cloud virtual machine (VM) and open source software were used for fast and cost-effective system 12 deployment. The system used open source InfluxDB and Grafana as database and data visualisation tools to minimise the 13 cost and effort in developing the software system. The system effectively connected conventional sensors to the Internet, 14 which demonstrated how Internet of Things can be useful in environment monitoring. The system is easily scalable to 15 multiple sites to establish a large sensor network. It also demonstrates the feasibility of using cloud-based virtual machine 16 as servers in the backend in real-time environment monitoring application. The system also features high sampling 17 frequency, low-cost and real-time readings available from a web page. The high-frequency in-situ water quality data shows 18 diurnal cycles in water temperature, DO and pH. Over-saturation of DO was also observed. Such details of water quality 19 variation are of scientific interests and can provide more precise assessment of the water quality compared with the current 20 manual lab-based water quality monitoring scheme in Bristol harbour area conducted by the environment team in Bristol 21
City Council. Although regular maintenance of the sensors including calibration and fouling cleaning is necessary for the 22 in-situ system, the successful combination of water quality sensor, cloud computing, smart city infrastructure and IoT 23 technology shows a bright future for the environment monitoring in IoT era. 24
25
Based on the video image collected by the video camera, further work will focus on investigating the feasibility of estimating 1 the water quality parameters from the video image data using numerical models or deep neural network models. Thus, the 2 new method might attract research efforts to build novel methods to assess the areal water quality utilising a large amount 3 of existing surveillance cameras in the urban area. Also, the feasibility of fusing the water quality data with satellite data in 4 such a small scale can be explored to produce a water quality map based on satellite images. The water quality monitoring 5 system will be extended to multiple sites and measure more parameters at the same time. It is worthwhile to explore a water 6 system dynamic model to simulate water movement and quality dynamics in the urban area assimilated with the data 7 collected by the monitoring system. The system is also valuable to be integrated with urban water management system to 8 explore a smart data-driven water management strategy in future smart city. 
